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A Ciphertext-Policy Attribute-Based Encryption Scheme
Supporting Arithmetic Span Program
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Abstract; Ciphertext-policy attribute-based encryption scheme is suitable for access control of ciphertext data in
cloud environment. Most of the existing attribute-based encryption schemes supporting arithmetic span programs are key-
policy schemes with large public parameter scale. By exploiting the double Dual Pair Vector Space ( DPVS) technique,a
ciphertext-policy attribute-based encryption scheme which has a fixed length of public parameters and supports arithmetic
span programs is proposed in this paper. In this scheme, the ciphertext-related access control vector is combined with the
random matrix,and the key-related attribute components are combined with the public parameters in the entropy expansion
Lemma. The method is designed according to the form of ciphertext and key components given in the entropy expansion
Lemma. Finally, the adaptive security of the scheme is proved based on the prime order bilinear entropy extension Lemma
and k-Lin difficult assumption. Compared with the existing attribute-based encryption schemes which support arithmetic
span programs,the new scheme has the advantages of ciphertext access policy, fixed length of public parameters and adap-
tive security.
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1, A A4 BT 5K %81 S50 Tk Pk AR S

WRBEE = WBCE L H W2 L Adv, (A) -
Advy, (1) | =& IRAPKELE B, [RIFE LA AT 20 8% 19 {0 3
XA K 7| B 224 o A, BT 24240 A0 A AN AT X
o3, Rt Game, FlGame,, & A 1] X 43 11.

UERE

5|32 MIEEK 1,5 5155 Game, = Game,.

Sl 3 WHRGFHE DI EE < 7 Game,
Gameiqlﬁﬁfﬁ%?ﬁj,ﬁlAdvi(/\) - Adv,, (1) | > e, 40
DIAE i — AN B, AR W] Z00% (1) AL 5 fif U k-Lin [A]
B, 31 H Time( B8, ) =Time(4).

ERR PkiE 8, BB ([B],,[t],, {[t],,
L/ 1ot i) By WX Attt/ t =Bs,t, = Bs, t =
Bs/, s,s]v,sj’eZ:',j&}EE‘ t=z,t =z,t/ =z, Hz,z,
72z

steup: Phik & =, BT %, A, a,«Z" x
Z) BUEa) KB W, W, W, W W W U«Z "
V.U,V Us«span'"' (a) ) ,a—Z, (£Z)" HHLi%EH 7]
i kA SRS mpk 4 4
mpk = {[A]],,[A/W],,[A]T W,],,[A] W, ],,[A] W],

(AT Wy 1,[A] W1, ,[A] U, ] e([A7],,[K],)}

Phasel |2 : PR Uik 5 =4 XHREE B, 1750 « IK
AV TE) 6 L A Il i " = () yog - 0)) L, FRATT90 =
g Sl ie.

Casel :k <1, Pkl B, FI A3 0 53 A B HL2E B
d,d. ,d«—span(B) It HF| M4k k FEVLEL o A
= 1) [ g i) £ A B DI RERLEH sk,

K,=[k+aa) +Ud], K =[d],

shy:=||K =[Vd+x/-Vd+Ud +x/ - Ud],|
{szj = [djjz ,Kz/,‘/ = [djl]z %,’Em

RILBBGH 4.

Case2 :k > i, $Ril#H B, FI 1T 2 43 A Bl AL 12k X
d,d. ,d«—span(B) It HF| M) k FIXGE 5 = #1n] Y
] 45 A B 3 SR AL sk,

K,=[k+Ud), K =[d],

jelnl

sky: = (K, = [de +x/ - Vj’d+i7jdj +x/ Uj’dj']Z}
K, =[d],,K,;=[d],!

RIEG UL 4.
Case3:k =1, PEIE B, F 0B & = A1)y’
=) JFEA R kL], 1L, [ )0)

jeln

jelnl
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LT = 0] Y ] i A AAEH sk,
K,=[k+Uitl, K =[t],
K, =[(Wtx/ - W)t+ (W, +j- W)t,
Skx': { +xj’ . (W(,) +j Wl’)tj,]Z }jem
{sz/- = [t_,-]z»Kzl,/‘ = [tjl]z}/e[n]
RIBHHEH .
Challenge : i % = S B ERK BIE B m, F1
my LA RERR R DI E5 0 v” = {(y,,2) :jeln],y; .z
e Z' | CIFfo ¥ 0 i ik x5 B T D0 254 v = 1 (L

z):jeln] g eZ | EERWHE Y o (y +x - z,) =
=

) Bt A 5 i 5 BB b < 10.1] B
HLEEN ¢, ¢, ¢/ span(A, ,a,) , A A BRI 3C
¢, =[e'],,

C U\ e way
w-m(U)+q<+jn”
c'U .

Cy; = [z,.( g 0) +e, (W +V) ],
ct, = v jeln)
[C =0e 1t

Cyy=le,(Wy+j-W +U) ],
{C’ =[e/(Wy+j- W +U) ], } .
C'=e([c"],,[k]) - m

Guess: B # =4 251 b BY%E I b

WAttt/ t =Bs,t, =Bs, ,t =Bs] N A5 i
YRR TR) ) D B 2 B K D BRI R i R B Y 2
Game, WIS t = 2,8, =z, ¢, =2, IR i Wi 1a] (1 FA
HIRIPRAEFASH , X1 1 & Game, .

WERAFAEBGE A = 5 1 Adv, (A) = Adv,, (A) | >
& AP E LA T 2208 B AL #IX 3 ¢ = Bs ,t, = Bs, ]
=Bsflt=z,t =z,,t; =z, N R k-Lin [i) 35 A g
Game, FlGame, | 2/ H] X 53 1.

TIEEE

51384 X TAEREGEH 4, 7EGame,  flGame, , [
P 2 T Adv, , (A) = Adv,,(A) | =0.

iEFA  Game,  fllGame, , A [i] Z AN AE F 565 ¢ IR FA
IR IR], PR K AE Game, | b F ) it kA OO AR HERA
FEGame, , FH k + a @, A BLEAE DI REFAGH. T 1 15
XA T X 43

Setup : [A] 5 3 3 Wi Setup , 7EiX HLPR AL I B—
ZU AR BRL
mpk = {[A}],,[A W], ,[A] W, 1, ,[A] W, ], ,[A] W],

[A] W;1,,[A] W], LAV U, ], e([AV ], LKD)
Phasel ,2: Game, , ¥k ik & B £ X Mot & =4 )17

Al x” = (af,2h, -, 00 BEPLIE R i d,d), dj—
span(B) A i x ' FAH :
K,=[k+Ud], K =[d],
K, =[(W+V +x/ - (W +V)d
sk : { +(Wy+j- W, +U,)d, ]
+x/ - (Wo+j - Wi+U)d],]
{Kz,,' = [deZ’KZ,,j = [dj’}z %jgln\
fEGame, , 1 Bk % & DL LI, ,d,d\«—Z,""  E
B x FAE :
Ko=[k"'0‘azH +U,d ], ,K =[d, ],
K,;=[(W+V +x/ - (W +V)d,
sk : { +(W0+j-W,+Uj)d,/. }
+x/ - (Wy+j- W +U))d| ], .
K, =1dy ] K = Td )L
AT UL 380 9 3t X R 55 @ CRA B A ) 22 AR
T Ky X3, ST PN
(k+Ud],=[k],-[0+Ud],,
[k+aa2” +U, dlj2:[k12 . [O‘a;‘ +U, leZ
HFMALE « WL & d,d 125,
[0 +U0d:|2 5[““2“ +U, d]Jz ﬁﬁﬁ,#ﬂﬁ%%%{f
o Fe(le'] [aa) ],) =[c'aa ], =1, EHA
T ARIX — AN [ AEL X i 285 50 52 T, 50 A B 5
JEE R X W b 5 B TSV X
Challenge : 3 Wi X 3 ORI 4 7K P AR
30, [A) 73 A
th E A ] Adv,, (A) = Adv,,(A) | =0,
TEEE
SIS AR — DBl H 4 1 Game, , I
Game, , NG 2 1 Adv, , (A) —Adv,;(A) | > FAT]
PIMgIE— AR 8, DU W] 200 5 A 3 ik k-Lin 1)
B, 3 H Time( B8,) =~ Time(4).
IERR 513 S AR 28 ARG 1 31 3, FURLERAA
5 (PG < 565 & AT 9 1) it K SR i K + e
PRSIt =4 MR I i x" = (a2, 0, 0)) , PRECE
B, Bk +aa, FLt],, (6], 0[]0, EmR
A
K, = [k+aazH +Upt], K =[t],
K, =[(W+x/- W)t+ (W, +j- W),
sk, { +x].' - (Wy+j - W{)tﬂz },E[ ]
%Kz,j: [t,-]z ’Ké,j: [t,‘,]z}/ewj
RIRBHEH A4
WIS =z, =2, =2, WS 45 1 VD ) A D S
D REFAGH , FaR i XS N7 1) S Game, , , 41 2R ¢ = Bs,
t,= B, t = Bs] JB 455 i ViR R B 22K DD BE ALY

727
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X ) A Game, 5. JIf LLIR B0 =7 1 Adv, , (A) -
Adv, (M) | > e ANA] 2, U8 2k 8 24 T LA T 22
(A5 £ = Bs b, = Bs, 6 = Bs Fl t =21, =2, 1/ =2,

HERE

516 MFE1,%455155Game, =Game,_, ;.

BIET X FAEE A Bk # 4, 18 Game,,, Fi
GameleE(JﬁE%?ﬁg‘ElAdvoﬁ()\) = Advy,, (1) 1 =0

IERR 3 P A R 22 53 72 T Game, , Fk % 25 3C
JEXTHE m IR A 7K %5 3, Game,,,,, Fk R85 S %
BEATLEC 2 (4 48 7 5 85 SC. T T Ok 156 BH 3 7 A 9t A
Al X453

ol 5 A, 0y 2 X2 B Z R
Ea) GEBW W, W W W W U2 v
UJ.,Vj’,Uj’espan]”l (a)) ya—Z .

steup : P E BT % 18 20" BEHLGEHL A 5 k' (e
X k’?@iﬁi#ﬂ] RN BT B R e ) i k=K
- az ,HFA @) =0, 084 e([AT]l,[ 1) =
e([A]],,[K'],), %Jtﬂ’éﬁ*i‘%ﬂlmpk
mpk=%[A1T]1,[AT W1, [A] W, ], ,[A] W, ], [AT Wi,

(AT W, 1, LAY WL TAT G e ([AT], LKD) |

Phasel : YkilE B, FI 0T ULt & =4 B U5 IR) 1 1] &
x'=(xf x5, x,) BENLIEH d,d, ,d/«—span(B) , 4 i,
LINRERAE

K, = [k"' Uod:lz K, = [djz
K, =[(W+V, +x - (W+V)d
sk +(W0+j-Wl+Uj)d],
x - (Wo+j-Wi+U)d], .
(K, —[d] Ky =1dl )L

Challenge it 4 L*qnﬁﬁ/\#klﬁﬁ 1H & m,
my, VA SCERR R TR 450 v” =1 (y,,2) :jeln],y, .z

e Z, | (Phasel 1 x" ST v = [ (y,,2,)
jelnl.y z eZ | #EA AL Z w(y,+x/ - z) =1) &
B PIRE B, PR B, %Mﬁﬂi be {0,1},FtLik
e it e, e cj—span(A, ,a,) A SR 5K PR SC
¢, = [CT] 15

T

c. U
Co,,‘ = [y,‘( '/UO) +ch(W+Vj)J1 ,

c! CJTUO T '
0,j=[zj U +cj(W+Vj>]l

ct, =
v

[c,=0e'11,.
{ [c(W +j W +U) ],
[ N

¢ (W, +j - Wi +U)) ],
:e([c ]19[ ]2 s m
=e([c"],,[Kk'],) »e([c"[aa,],) "+ m

Phase2 : 5 Phasel #H[A].

Guess: (i =4 24 b A5 b

TR sk PR SO,

e([e"],,[k'],) ~e(le'],,[aal,)

=e([c"],,[k'],) ~e(lc'],,[a) ], ) R

MR o 2 5, e ([c'],,[a) ], ) E Gy
HAG(ELIE 24 ) 3 A, 33k 2 B 76 o8 Bl L 807 310 1 28 SC
SIS m A5 B % SCIR) oA BT LI =1 A
JER LI B, m AN BEATLEAS 2 A 97 5K 2% S0
A X4

o LT AR R N Adv,,, (A) = Advy,, (A) | =

‘J__Elilf;

1 EWP kG B k-Lin [N XEBSE8T A 5%
PR A SCHR S SRR SR I CP-ABE Jy Z8 0% 34 vy M4 4
1y, 9F H

max { Time( B, ) , Time( B, ) ,Time( B, ) | ~Time(4).

MERR  7EIE NPT W 3 o4 XA
AR AR DT S8 1 BUs e it X Game, A ZCE A,
H1 22 A PEIERT 245 ) game FEHI ZIAIHOSC R, AT
Adv, (1) —AdVO(A) —Advy, (A) +Adv, (A) —Adv, (A)

o+ Advy_ (A) = Adv, (1) +Adv,(A)
—Adv, ((A) +Adv,, (1)
<I|Adv,(A) = Advy (A) | + 1Advy, (1) —Adv,(A)]
+eoo 4+ 1Advy,, (A) = Advy,, (A) | +Advy,, (A1)

o131 Adv, (A) = Adv, (M) | <e.

FHoIFE 2 A1 Adv, (A) = Adv, (A) | =

Game, $|Game, ,, (Y3 T A #E N

Game, — Game,,, = (Game, — Game, )

+ (Game, | — Game, , )
+ (Game, , — Game, ;)
+ (Game, ; — Game, )

g3 ~6 4.

[Adv,(A) = Adv,,, (M) I < TAdv, (1) = Adv, (1) |
+ [Adv,  (A) = Adv,, (1) |
+ 1Adv, ,(A) = Adv,; (1) |
+ 1Adv, ;(A) = Adv,, (1) |
<2¢

3178 7 11 Adv,,, (A) —Advﬂ.,a]m |20, Hriti
4 4 Gamey, PR HAdv,L (1) =

2 o VTN 2 B i TGameo Y A A
Advy(A) < (20 +1)e.

TERSY 5K 5 | FRAN k-Lin [RMEAR BT 19 2544 5 Af
MBLE#E =4 75 Game, Hp i Bt L3 0] DL 2200, B it A
T3 58 R T N A .

IEI:E.
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5 EXFLL

THRFAIER 2 s AT r R 5 A SRR AR
5K R Y9 ABE il J7 S 4k BE J7 T A9 — X EE, AR
2R AE R, SOCHR 1L TR i AL, A TR A
HBEBARIEEE I B G e ER B 1 I 0 % 2, (H
SR PERE . S 3CHRE 13 TRR L, AR 35 7 SR AE 03 5K Wt 5
TS B 1 4 SO IV B Iz, Hedh n R &
GLRTER L, O (n) FR MRS 125t [H].

R2 MEREXTLE

NIFBHC| I fifk 2%
r‘—-fﬁ‘

TE | s | omw | sgm| 0T
CHk[11] | O(n) | KP-ABE | DBDH 2P | R
SCER[13] | O(1) | KP-ABE |MDDHj ., | 12nP |@&Ri%4
73

A%J7% | 0(1) | CP-ABE |MDDH ., | 12nP |i&ERi%

W

6 HRiIE

AT R RS 1 HA 3 B 4 4k
(SRR SR SR PP 1Y) CP-ABE J7 %6, 9 HEE T R 8
KURNERE R 3K 51 BE, FEAR T S BOWEEL, e & 1
J7 R BAT SR B [ F I N2 P R RE L R — 2
H BT BA N 22 AR Y | SORF B U5 4 3R
WY A TS RE E #) CP-ABE J5 S B iH 5 1%

S% 3k
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